Secure Your Business: 5 Easy Steps

Directions: Management should run through the following security checklist with their head of IT.

1. Secure Ransomware Threat

Turn on all encryption & back up settings. Back up your
backups.

a. Cloud Data (Enterprise, Email, CRM):
i Cloud Settings: Turn on encryption & back up settings!
ii. LocalBack Up: Set Up Network Attached Storage (NAS)
iiii. Cloud to Cloud Back Up: Spanning
b. Local Data: Encrypt Windows | Mac + Back Up Windows | Mac

2. Secure Employees

Employee based human error is the #1 cause of hack
attacks!

a. 2FA - Require 2 Factor Authentication for all Cloud Logins: Find
Providers Telesign + Phone Authenticators Android | iPhone

b. Implement a Password Manager Company Wide & Require
Unique Generated Passwords: LastPass

c. DNS - Automatically Block Websites with Malware: Quad 9
d. Block Pop-Up Ads: AdBlock

evolve

Visit www.evolvemga.com for more information.

3. Secure Phishing Threat

Detect phishing emails that contain malware. Stop hackers
from stealing your Company’s email identity to phish 3
parties.

a. Incoming Phishing Threats: Security Gateway Providers

b. Outgoing Phishing Threats: Set Up DMARC

4. Secure Company Website

Grade your website with the following tools and implement
the recommendations around security vulnerabilities.
a. Encrypt Connection Points (SSL): ImmuniWeb

b. Test Security Compliance (CMS, GDPR, PCI, HTTP, Security
Policy): ImmuniWeb

5. Secure Software Vulnerabilities

Require IT department to automatically schedule updates
for all software.

a.  Turn on Anti-Virus Software: Microsoft Defender
b. Update Microsoft Office: Windows | Mac
Update Computer Software: Windows | Mac

e

Update Phone Software: Android | iPhone


http://www.evolvemga.com/
https://www.howtogeek.com/208030/how-to-set-up-a-nas-network-attached-storage-drive/
https://spanning.com/
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-how-to-deploy-on-windows-server
https://support.apple.com/en-us/HT204837
https://support.microsoft.com/en-us/help/4027408/windows-10-backup-and-restore
https://support.apple.com/en-us/HT201250
https://www.telesign.com/turnon2fa/tutorials/
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en&oco=0
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DiOS&hl=en&oco=0
https://lastpass.com/create-account.php
https://quad9.net/
https://www.getadblock.com/
https://www.expertinsights.com/insights/top-11-email-security-gateways/
https://dmarcian.com/
https://www.immuniweb.com/ssl/
https://www.immuniweb.com/websec/
https://support.microsoft.com/en-us/help/4013263/windows-10-stay-protected-with-windows-security
https://support.office.com/en-us/article/install-office-updates-2ab296f3-7f03-43a2-8e50-46de917611c5
https://support.office.com/en-us/article/update-office-for-mac-automatically-bfd1e497-c24d-4754-92ab-910a4074d7c1
https://support.microsoft.com/en-us/help/17154/windows-10-keep-your-pc-up-to-date
https://support.apple.com/en-us/HT201541
https://support.google.com/googleplay/answer/113412?hl=en
https://support.apple.com/en-us/HT202180



